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Have you ever lied?

● If someone lied to you, is it your fault for 
being wrong?

● If someone lies to a judge, is it the judges 
fault for being wrong?

● Humans make mistakes
– even Police / Prosecutors

● Ultimate question: how can we trust?
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Overview

● In this presentation we will quickly talk 
about:
– Signing and verifying data

– Web of Trust

– Encrypting email
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Verifying (Data) Digital Evidence

● If hashes match, data is exactly the same¹
– Hashing (md5, sha1)

– Manual documentation

¹ See hash collision vulnerabilities: https://en.wikipedia.org/wiki/MD5#Collision_vulnerabilities
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Verifying (Data) Digital Evidence

● What is the problem with this method?
● What is missing?

– Who?
– When?
– What



6

Keys and Signing

● Instead of anonymously hashing the data, we 
can sign the data
– Signing the data produces a signature file

– Similar to hashing, but includes information like who 
 and when

Signing data with GnuPG on Linux [https://www.gnupg.org/]
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Keys and Signing

● Now we can verify the data:
– Signature was made 2015/02/13

– Signatory's Name + Email
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Keys and Signing

● If the data changes, the verification will fail
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Web of Trust (WoT)

● So we know a signature is valid, how can we 
trust it?
– When creating your own signatures, you can choose 

your name and email address
● Attacker could use any name and email address
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Web of Trust (WoT)

● I created one of these keys
– Which one can you trust?
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Web of Trust (WoT)

● The Web of Trust is like a verified social 
network

From http://www.phillylinux.org
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Other users who have signed (verified) this private key



13

Web of Trust (WoT)

● By creating a Web of Trust, people verify you 
are the owner of your public key (usually 
require a photo ID)

● When you and your key are (correctly) 
verified by a large number of people, the 
level of trust in that public key also increases

● By signing someone else's key you are 
putting your reputation at risk
– If you are a bad verifier, your key may be trusted less
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Secure Communication (email)

● Now we have:
– Public key (that other people trust – WoT)
– Private key (that we keep secret)

● How can we send a secure email?

1) I download your public key

2) I use your public key to encrypt the email

3) I send the email per usual

4) You receive the email

5) You use your private key to decrypt the email
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Secure Communication (email)

● Why would we want to encrypt email if we 
are not criminals?
– Many groups are interested in the contents of our 

emails
● Hackers
● Governments
● Advertisers
● Competitors
● Ex girlfriends / boyfriends (New girlfriends / boyfriends?)
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Secure Communication (email)

● Most email is archived on the mail server
– Sitting in plain-text, waiting to be read by… someone

– Easy to search by anyone with access

– Easy to scan for marketing
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Secure Communication (email)

● For end-to-end encryption the sender and 
receiver both need their own public key and 
private key on the client

● Client side software:
– Thunderbird: Enigmail [www.enigmail.net]

– Linux: GnuPG [package: gnupg]

– OS X (Mail): GPGTools [gpgtools.org]

– Windows: GPG4Win [www.gpg4win.org]

http://www.enigmail.net/
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Secure Communication (email)

● Problem: very few people do this
– I've had “please encrypt” in my email signature for 

over 4 years

– I've received 3 encrypted messages…

– The most sensitive information was never encrypted 
or properly secured
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Secure Communication (email)

● Solution: http://paranoid.EMAIL
● The email server will encrypt unencrypted 

messages automatically
– If someone sends me bank account information in 

plain-text, once it reaches the paranoid.EMAIL 
server, the message will be encrypted with my public 
key

– Only my private key can decrypt the message

http://paranoid.EMAIL/
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Secure Communication (email)

● Sending an unencrypted email to a 
paranoid.EMAIL address

Composing an email, and NOT using 
encryption

Message received has been 
encrypted by the server
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Secure Communication (email)

Received message



22

Conclusions

● Securing communications during transmission 
and storage is an important and challenging area

● More easy-to-use tools need to be developed
● Please use signing to verify data and programs 

you release
● Please use gpg for communications, and 

advertise that you use it
● Please use http://paranoid.EMAIL

– Currently in Beta

http://paranoid.EMAIL/


23

Questions?

Joshua I. James
Joshua@cybercrimetech.com
GPG: 0x9D635AE7606B15C4
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